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Executive Summary 
Dominion Voting Systems, Inc. (DVS) applied for certification of Democracy Suite Release 4.14.17, Version 
2 (Version 2). The Bureau of Voting Systems Certification (BVSC) began certification test activities in 
November 2013. 

Version 2 is a modification to an earlier certification and includes additional features and hardware to 
augment the previously-certified voting system. BVSC examined the following new or upgraded features 
and hardware: 

 The activation of audio-accessible voting capability on the ImageCast Precinct scanner 

 Upgraded ImageCast Central Count application software 

 Additional central count scanner modelsThe upgrade and activation of security ballot stock 
sensors on the precinct scanners 

 The upgrade of a device configuration file, which: 

 allows users to configure the ImageCast Precinct scanners and ImageCast Central scanners 

 allows the central count tabulator to operate with DRS PhotoScribe scanners 

 sets Florida-specific defaults 

BVSC conducted the certification testing in two phases. Phase I consisted of verifying the setup of the two 
configurations of the election management system, restoration/import of two elections (General and 
Primary elections), a physical audit, and a functional audit. Phase II encompassed the conduct of mock 
elections and election cycle events, such as loading the tabulators with the requisite media, opening and 
closing of polls, feeding ballots, central count tabulation, and election night and post-election reporting. 
Additional tests were performed to verify compliance with standards for sound pressure levels and 
contest recounts, as well as mass ballot count testing for the central count tabulators and the ImageCast 
Precinct scanner. Phase II was a publicly noticed event which took place in the BVSC test laboratory in 
Tallahassee, Florida, from November 2013 to January 2014. 

Qualification test results affirm that Democracy Suite Release 4.14.17, Version 2, meets applicable 
requirements of the Florida Voting Systems Standards, Florida Statutes and Rules, and the Help America 
Vote Act (HAVA) for usability and accessibility. Therefore, the Florida Division of Elections, Bureau of 
Voting Systems Certification, recommends that the voting system be certified for sale and use in Florida. 
The infrared (IR) security ballot stock DVS included in its request is approved for use in the ImageCast 
Evolution, the ImageCast Precinct, and the Canon brand ImageCast Central scanners (models DR-X10C and 
DR-G1130). If certified, version 2 would supersede the previous certification of Democracy Suite Release 
4.14.17, Version 1.  
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Introduction 

Dominion Voting System, Inc., (DVS) submitted an application requesting Florida voting system 
certification of Democracy Suite Release 4.14.17, Version 2 (Version 2). DVS sought certification of a 
modification to a previously certified voting system, Democracy Suite Release 4.14.17, Version 1 (Version 
1, certified August 14, 2013). DVS’ request included additional features and hardware to augment the 
Version 1 certified system. The new or upgraded components that differ from the previously certified 
system include:  

 ImageCast Precinct (ICP) with Audio Tactile Interface (ICP-A). The Audio Tactile Interface is an 
optional piece of equipment which, when attached to the ICP and enabled via the election 
management system, allows audio-accessible voting capability. 

 ImageCast Central application software upgrade to version 4.14.6. This is an upgrade of the 
application software. 

 The addition of one Canon scanner and two DRS PhotoScribe scanners for central count 
tabulation. Dominion’s request adds more scanner models to the list of scanners available for the 
central count tabulation. 

 The upgrade and activation of security ballot stock sensors, known as “infrared (IR) paper 
sensors,” on both the ICP/ICP-A and the ImageCast Evolution (ICE). The activation of the infrared 
(IR) paper sensor in the precinct scanner prevents the scanner from accepting a ballot that does not 
have the required IR-reactive elements embedded in the paper. 

 The upgrade of a device configuration file (DCF). The DCF file is a support file imported into the 
election management system. The settings in the file can be edited by the user for configuring the 
ICP/ICP-A and ICC tabulators. This DCF file upgrade allows the ICC to operate with DRS PhotoScribe 
scanners, and contains Florida-specific settings as the defaults. 

The Democracy Suite voting system is a paper-based voting system with an element for compliance with 
HAVA provisions for accessibility voting. The voting system is comprised of an election management 
system (EMS); two types of optical scan precinct count tabulators—the ImageCast Precinct and the 
ImageCast Evolution; and a digital scan central count tabulator, the ImageCast Central. The EMS hardware 
platform has multiple configurations to accommodate county size, from fewer than 250 precincts to over 
1,000 precincts. The voting system is designed to accommodate Americans with Disabilities Act (ADA) 
requirements for voter accessibility, including marking ballots and audio and tactile interfaces.  

BVSC conducted the certification qualification testing in two phases. Phase I consisted of a physical audit 
to verify the setup of the two configurations of the EMS, the restoration of two elections with their 
required media, and a functional audit. Phase II was comprised of the conduct of mock elections and all 
election cycle events, including loading the tabulators with the requisite media, opening polls activities 
and reports, feeding ballots, closing polls activities and reports, central count tabulation, and election 
night and post-election reporting. Specific tests were conducted during this phase to verify compliance 
with standards for sound pressure levels and observe ballot sensitivity, as well as other tests to verify 
compliance of the voting system under test. BVSC also conducted mass ballot counts, which are required 
for tabulators that undergo any configuration and/or parts modification. Phase II was a noticed event 
open to the public. 
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Background 
This certification is a modification to a voting system previously certified in the state of Florida. Democracy 
Suite Release 4.14.17, Version 1 was certified in Florida on August 14, 2013. DVS has requested a 
modification to the voting system to include additional functionality and hardware. The modification will 
be known as Democracy Suite Release 4.14.17, Version 2. Version 2 supersedes Version 1. 

System Overview 
The Version 2 voting system consists of an election management system and precinct-level and central 
count scanners and tabulators. 

The election management system consists of the following software applications:  

• Election Event Designer (EED) - client application that integrates the jurisdiction, districts, 
contests, and candidate database as the main pre-voting phase.  

• Results Tally and Reporting (RTR) - client application used for integrating election results 
acquisition, validation, and reporting.  

• Audio Studio (AS) - client application that facilitates production of audio files.  

• Application Server (APPS) - server application for executing processes such as rendering ballots, 
generating audio files, and election files, etc.  

• Data Center Manager (DCM) - server application used in the back-end data center configuration.  

• File System Service (FSS) - a Windows service application that helps read and write files on 
memory cards.  

• Election Data Translator (EDT) - end-user application used to export election data from election 
projects and import election data into election projects.  

The Version 2 voting system uses the following scanning and tabulating devices and ADA voting devices: 

 
• ImageCast Precinct (ICP) tabulator is a precinct-level optical scanner, accessible voting 

device with ballot review.  The ICP is attached on a ballot box (photo is ICP only). When the 
audio-voting capability is enabled, the ICP is known as the ImageCast Precinct-Audio (ICP-A). 

 
 
 

Figure 1 – View of ICP, without ballot box 
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• ImageCast Evolution (ICE) is a precinct-level optical scanner, with ballot marking capability, 

audio voting capability using the ATI, and a tabulator connected to a ballot box. 

 
 

• The central count scanners are the ImageCast Central (ICC) tabulators.  These systems use 
commercial-off-the-shelf (COTS) hardware with Dominion software.  
 

Figure 2 – View of ICE on ballot box 
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Figure 3 – Dominion ImageCast Central (ICC) software and Canon DR-X10C scanner 

 
 

 
Figure 4 – Dominion ImageCast Central (ICC) software and Canon DR-G1130 scanner 

 

 

 
 

Figure 5 – Dominion ImageCast Central (ICC) software and DRS PhotoScribe PS900 scanner 

Component Version List 
The component version list describes in detail the components of the voting system. 
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Election Administration 

 Democracy Suite, Release Level 4.14.17, containing: 
• Election Event Designer 
• Results Tally and Reporting 
• Audio Studio 
• Application Server 
• Data Center Manager 
• File System Service 
• Election Data Translator 

 DCF version 4.14.7 FL 

 MBS version 4.14.4.141 

 COTS Server/Client software 
• EMS Standard Configuration Server 

• Microsoft Windows Server 2008 R2, with Service Pack 1 
• Microsoft SQL Server 2008 R2 Standard, with Service Pack 2 (Server) 

• EMS Express Configuration Server 
• Microsoft Windows 7 (64-bit) Professional, with Service Pack 1 
• Microsoft SQL Server 2008 R2 Express, with Advanced Services and Service Pack 2 

 EMS COTS software common to Standard and Express Configurations 
• Adobe Reader, 10.0 or later 
• Dallas 1-Wire Device Driver, Version 4.03 or newer 
• Java SE Runtime Environment 6.0, Update 20 or later 
• Microsoft IIS 7.5 (part of Windows installation) 
• Microsoft .NET Framework 4.0 
• Microsoft Visual C++ 2010 x86 Redistributable 
• Microsoft Visual J#, 2.0 

 Optional COTS hardware/software for Standard and Express Configurations 
• Microsoft Excel 2010 or later 
• Arial Narrow fonts 
• Cepstral Voices 5.1.0 
• Laser Printer 

 Optional COTS hardware/software unique to Standard Configuration 
• ImageCast Listener, 2.0.3.37502, with Microsoft Windows Server 2008 R2, with Service Pack 1 
• Firewall, WatchGuard XTM 5 Series or equivalent 
• RAS Server, with Microsoft Windows Server 2008 R2, with Service Pack 1 
• Digi International Digiboard ConnectPort LTS 16 or 32 or equivalent 
• Digi International Digiboard Serial Port Product Drivers 
• D-Link Model DGS-1008G 8-port gigabit Ethernet switch or equivalent 

 Auxiliary equipment 
• Lexar Professional USB 3.0 Dual-Slot Compact Flash Card Reader or equivalent 
• iButton (SHA-1), Maxim DS9490R#, USB Reader/Writer 

 Election media 
• DVS Compact Flash Memory Cards:  4GB, 8GB, 16GB 
• iButton Maxim DS1963S-F5+ 

1 According to DVS’ Component Version List amended 10/21/2013, the MBS file is identical to the one certified 
in Version 1. MBS refers to machine behavioral settings. 
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• Optional: Infrared (IR) security ballot stock for use in the following tabulators: ICE, ICP/ICP-A, 

Canon DR-X10C, Canon DR-G1130 

Precinct Count 
ImageCast Precinct (ICP) 

 Firmware version:  4.14.5 

 Hardware version: PCOS 321C 
• Internal analog MODEM 
• IR Security Sensor 

• IR Sensor Board Firmware version: 1.0.003 
• Hardware component firmware2 
• LCD Firmware version: 114 
• LCD Bitmap version: 28 
• CPLD version: 7 
• PSU Hardware version: 4 
• PSU Firmware version: 39 

• with stacking Ballot Box (Plastic) 
• with folding Ballot Box (Coroplast) 
• COTS Software 

• Boot Loader (COLILO) 20040221 
• Optional COTS Software 

• None 
• Optional COTS products 

• Cellular Modem: eDevices CellGo Low Current GPRS Modem 
 
ImageCast Precinct with Audio - (ICP-A) 

 Firmware version:  4.14.5 

 Hardware version: PCOS 321C 
• Internal analog MODEM 
• IR Security Sensor 

• IR Sensor Board Firmware version: 1.0.003 
• Hardware component firmware3 

• LCD Firmware version: 114 
• LCD Bitmap version: 28 
• CPLD version: 7 
• PSU Hardware version: 4 
• PSU Firmware version: 39 

• with stacking Ballot Box (Plastic) 
• with folding Ballot Box (Coroplast) 
• Accessible Tactile Interface (ATI) box, version 1.1.0 
• Headphone: Cyber Acoustics ACM-70 or equivalent 
• COTS Software 

• Boot Loader (COLILO) 20040221 
• Optional COTS Software 

• None 

2 According to DVS’ Component Version List amended 10/21/2013, these hardware component firmware 
items have not changed from the Version 1 certified voting system. 

3 According to DVS’ Component Version List amended 10/21/2013, these hardware component firmware 
items have not changed from the Version 1 certified voting system. 
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• Optional COTS products 

• Sip & puff enabling device #972 
• Sip & puff straws #970K (Pkg of 10) 
• Hand paddle switches (aka tactile buttons) enabling device #971 

• Cellular Modem: eDevices CellGo Low Current GPRS Modem 
 
ImageCast Evolution - (ICE) 

 Firmware version:  4.14.8 

 Hardware version:  PCOS 410A 
• IR Security Sensor 

• IR Sensor Board Firmware version: 1.0.003 
• Hardware component firmware4 

• Motherboard FPGA version: 1.1.5 
• Scanner Board FPGA version: 1.1.2 
• Logger Controller version: 1.0.11 
• Power Controller version: 2.0.7 
• Integrated Printer Controller version: 4.1.6 
• Bootloader version: 1.3.4.29 

• with stacking Ballot Box (Plastic) 
• with folding Ballot Box (Coroplast) 
• Optional Light Pole for ballot boxes 
• Optional Accessible Tactile Interface (ATI) box, version 1.1.0 
• COTS Software 

• None 
• Optional COTS Software 

• None 
• Optional COTS products 

• Analog Modem: Zoom 3095 (V.92 External Modem) 
• Cellular Modem: Zoom 4598 (3G+ External Modem) 
• Headphone: Cyber Acoustics ACM-70 or equivalent 
• Sip & puff enabling device #972 
• Sip & puff straws #970K 
• Hand paddle switches (aka tactile buttons) enabling device #971 

Central Count 
ImageCast Central Count - (ICC) 

 ICC software application:  version 4.14.6 
• COTS Software 

• ICC COTS computer operating system: Windows7 (64-bit) Professional edition 
• ICC DRS scanner operating system: Windows XP Professional with Service Pack 3 
• Elan Technologies: ImgComp.dll ̶  version 2.11 
• Dallas Maxim: 1-wire driver  ̶  version 4.03 or newer, 64-bit (32-bit as needed) 
• Kofax Virtual Rescan (VRS)  ̶  version 4.5 
• SP1 for Kofax VRS 4.5   ̶  version 4.5.1 (3/19/10) 
• Kofax Component Installer (G1130) ̶  version 4.50 (3/8/13) 
• Canon: DR-X10C driver  ̶  uses Kofax driver 
• Canon: DR-G1130 driver  ̶  version 1.0.0.1 
• DRS PhotoScribe Firmware  ̶  version 2.6.2 

4 According to DVS’ Component Version List amended 10/21/2013, these hardware component firmware 
items have not changed from Version 1 certified voting system. 
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• Microsoft: VCredist   ̶  version 4/10/2006 

• COTS Hardware 
• ICC scanner: Canon DR-X10C 
• ICC scanner: Canon DR-G1130 
• ICC scanner: DRS PhotoScribe PS960 Model B 
• ICC scanner: DRS PhotoScribe PS900 with upgraded 250GB HDD 
• ICC scanner: DRS PhotoScribe PS9765 

Components under Review 
The components under review included the ICP/ICP-A, the upgraded application software of the 
ImageCast Central tabulator, the IR security sensor on the precinct count scanners, the additional central 
count scanner models (Canon DR-G11306, DRS PhotoScribe PS960 Model B, and DRS PhotoScribe PS900 
with upgraded 250GB HDD), and the device configuration file (DCF) which contains configuration settings 
for the ICP/ICP-A and the ICC. 

After the conclusion of certification activities, DVS submitted an ECO introducing the DRS PhotoScribe 
PS976 as an alternative to the DRS PhotoScribe PS960 Model B, due to manufacturing availability. BVSC 
determined the ECO was a de minimus change, which is why BVSC included DRS PhotoScribe PS976 as an 
additional scanner in its recommendation for certification. Counties that already have the DRS 
PhotoScribe PS960 Model B may continue to use it. 

Testing of the infrared (IR) paper sensor on the precinct count scanners also included testing the IR 
security ballot stock required when the sensors are “enabled.”  

 

Conduct of Tests / Findings 
The test objective was to verify that this modification meets the applicable requirements of the Florida 
Voting Systems Standards (FVSS), Florida Statutes and Rules, and the Help America Voting Act (HAVA) for 
usability and accessibility.  

The FVSS qualification examination for this effort encompassed a physical and functional audit of the 
components under review. BVSC conducted additional tests to verify compliance with standards for sound 
pressure levels and observe ballot sensitivity. In addition, BVSC conducted mass ballot count tests on 
central count tabulators and the ICP/ICP-A. 

 

Systems Setup & Configuration 
Voting system setup included verification that the configurations of the system, as outlined in the previous 
Version 1 certification, corresponded with the actual system setup.  

5 The DRS PhotoScribe PS976 is the same as a DRS PhotoScribe PS960 Model B, with the exception of a metal 
side guide for the input hopper (instead of a plastic one) and some labeling changes. The DRS PhotoScribe PS976 is 
an alternative to the DRS PhotoScribe PS960 Model B, which is no longer available from the manufacturer. BVSC 
determined that this alternative, as described in ECO #PS976-001, was a de minimus change, and approved the 
new DRS PhotoScribe model PS976 for sale and use in Florida. Because DVS did not submit the ECO for the DRS 
PhotoScribe PS976 until after testing had concluded, certification activities utilized the DRS PhotoScribe PS960 
Model B. 

6 The Canon DR-X10C scanner was certified in Version 1. The Canon DR-X10C was included in the mass ballot 
count for the Canon scanners. 
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The Express configuration did not change from the configuration approved in Version 1, and is approved 
for Version 2. 

Because the EMS remained unchanged from Version 1, as did the firmware on the ICE and ICP/ICP-A, 
modem testing in the Standard configuration was not required in this certification. The Standard 
configuration used during certification activities, therefore, did not include the equipment used for 
modem activities (i.e., the firewall, RAS server, and EMS Listener Server). The modification presented no 
functionality issues for the Standard configuration tested. Both the configuration approved in Version 1 
and the configuration utilized in this test campaign are approved with Democracy Suite Version 2. 

 

 
 

Physical Audit 
BVSC conducted a physical audit to verify that the voting system under test matched the specifications 
described in the application and the TDP documentation. 

EMS 

BVSC verified the election management system (EMS) on both the Standard configuration system and the 
Express configuration system. 

Figure 6 – Standard Configuration Used in Testing (approved for use with Version 2) 

Figure 7 – Standard Configuration (alternative configuration tested in Version 1 and approved for use with Version 2) 
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ICE 

DVS staff upgraded the infrared (IR) paper sensor board on the ICE while BVSC staff observed the 
operation. The units were properly labeled according to the ECO specifications (ECO #100176 and 
#100177). BVSC verified the firmware version of the ICE. 

ICP 

DVS staff upgraded the infrared (IR) paper sensor board on the ICP while BVSC staff observed the 
operation. The units were properly labeled according to the ECO specifications (ECO #100176 and 
#100177). BVSC verified the firmware version of the ICP/ICP-A. 

ICC 

BVSC verified the model, hardware versions, and software of the central count scanners. The four 
scanners verified include: 

• Canon DR-X10C 

• Canon DR-G1130 

• DRS PhotoScribe PS960 Model B 

• DRS PhotoScribe PS900 with upgraded 250GB high-density drive (HDD) 

Findings: 

BVSC found no discrepancies during the physical audit. 

Functional System Audit 
The election management system (EMS) is unchanged from the Version 1 certification. However, in order 
to accommodate modifications to the ICC firmware and to add the DRS Photoscribe scanners to the suite 
of certified voting equipment, an updated device configuration file (DCF) was imported into both the 
Standard and Express voting system configuration. 

BVSC verified the imported DCF file by checking the settings for the DRS PhotoScribe scanner in the 
vendor-supplied election definitions. Settings were as expected. 

Voting Equipment Menus – Administrative and Diagnostic Reports 

BVSC verified menus on the ICE and ICP-A, and menus and diagnostic reports on the ICCs. 

Findings:  

BVSC found no anomalies. 

Mock Election Testing 

BVSC conducted a mock election on the ICE and ICP/ICP-A precinct scanners using the General election 
definition. The mock election included multiple-card ballots of varying ballot lengths (14-inch to 22-inch). 
The test included ballots cast via the Accessible Voting session on the ICP-A. 
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Pre-Election Activities 

Activities included verifying the election database is ready for elections, burning the election definition on 
appropriate CF cards, and loading elections on scanners. BVSC enabled accessible voting on the ICP (ICP-
A). 

Election Activities 
Activities included opening polls, casting ballots (including some ballots via accessible voting sessions), 
and closing polls.  

Election Reporting 

BVSC uploaded results to RTR from the CF cards (known as “direct upload”), and tallied results in RTR. 

Post-Election Activities 

BVSC examined results against expected results. BVSC completed post-election reporting, which included 
partial and complete election night XML files, and 30-day precinct file.  

Findings: 

The system performed as indicated in the vendor’s TDP and in accordance with FVSS, Florida Statutes, and 
Administrative Rules. 

 

Mass Ballot Counts 

DVS upgraded the software on the central count tabulator software (ImageCast Central), which therefore 
required a mass ballot count for each central count scanner brand. In addition, an update to the device 
configuration file (DCF), which enables users to configure the ICP/ICP-A and the ICC, required a mass ballot 
count on the ICP/ICP-A. 

Central Count Scanners (ICC) – Canon brand 

BVSC conducted a mass ballot count on the Canon brand of scanners. To reach the 192,000 minimum 
ballot requirement, BVSC used a test deck of pre-marked and hand-marked ballots supplied by the vendor. 
The pre-audited ballots, in varying lengths, were printed on 100-lb. conventional stock7. The test decks 
included easily verifiable vote patterns as well as overvotes and blank ballots supplied by the vendor. A 
set of predetermined results was also supplied and compared to the election results that were 
accumulated in the reporting application (RTR).  

BVSC used two Canon DR-X10C scanners (already certified in Version 1) and two Canon DR-G1130 
scanners for the mass ballot count. 

Specific details follow: 

7 The maximum weight specification of ballot stock on the Canon scanners is 100-lb. 
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 Election definition used: Primary Election 

Ballot length: 17-inch and 18-inch 

Number of scanner units used: 4 

Number of test decks: 40 

Number of runs per test deck: 10 

Number of ballots per deck: Varies 

Number of cards per ballot: 1 

Total number of ballots cast: 194,400 

Total number of vote targets: 10,045,200 

Table 1 – Mass Ballot Count Details for Canon brand scanners 
 

Findings: 

The tested Canon brand central count scanners met the acceptance criteria for the mass ballot count. 
BVSC successfully scanned 194,400 ballots, with 10,045,200 vote targets. Additional details follow: 

Canon Scanners Mass Ballot Count – Acceptance Criteria Expected Accepted 

Did the memory registers overflow? No  

Did the public counters increment appropriately? Yes  

Did the tabulated results agree with predetermined vote totals? Yes  

Number of errors (must not exceed 1 in 1,000,000 vote targets). An error is 
defined as a target scan that produces a result other than the expected result. 

≤ 1/1M vote 
targets 

 

Number of multiple feeds (must not exceed 1 in 5,000 ballots). A multiple 
feed occurs when the machine pulls multiple ballots and does not “catch” the 
error. 

≤ 1/5K ballots  

Number of incorrect rejections of ballots (must not exceed 3%) ≤ 3% total 
ballots 

 

Table 2 – Acceptance Criteria for Canon Scanners Mass Ballot Count 

Central Count Scanners (ICC) – DRS PhotoScribe brand 

BVSC conducted a mass ballot count for the DRS PhotoScribe brand of scanners using a test deck of pre-
marked and hand-marked ballots.  

The pre-audited ballots were printed on 80-lb. conventional ballot stock8. 

8 The maximum weight specification for conventional ballot stock on the DRS PhotoScribe scanners is 80-lb. 
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BVSC used one DRS PhotoScribe PS960 Model B scanner, and one DRS PhotoScribe PS900 with an 
upgraded 250GB high-density drive (HDD). 

Specific details follow: 

 Election definition used: Primary Election 

Ballot length: 17-inch and 18-inch 

Number of scanner units used: 2 

Number of test decks: 40 

Number of runs per test deck: 10 

Number of ballots per deck: Varies 

Number of cards per ballot: 1 

Total number of ballots cast: 194,400 

Total number of vote targets: 10,045,200 

Table 3 – Mass Ballot Count Details for DRS PhotoScribe brand scanners 

Findings: 

The tested DRS PhotoScribe central count scanners met the acceptance criteria for the mass ballot count. 
BVSC successfully scanned 194,400 ballots, with 10,045,200 vote targets. Additional details follow: 

 

DRS PhotoScribe Scanners Mass Ballot Count – Acceptance Criteria Expected Accepted 

Did the memory registers overflow? No  

Did the public counters increment appropriately? Yes  

Did the tabulated results agree with predetermined vote totals? Yes  

Number of errors (must not exceed 1 in 1,000,000 vote targets). An error is 
defined as a target scan that produces a result other than the expected result. 

≤ 1/1M vote 
targets 

 

Number of multiple feeds (must not exceed 1 in 5,000 ballots). A multiple 
feed occurs when the machine pulls multiple ballots and does not “catch” the 
error. 

≤ 1/5K ballots  

Number of incorrect rejections of ballots (must not exceed 3%) ≤ 3% total 
ballots 

 

Table 4 – Acceptance Criteria for DRS PhotoScribe Scanners Mass Ballot Count 
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ImageCast Precinct (ICP/ICP-A) 

BVSC conducted a mass ballot count on the ICP/ICP-A as required due to the upgraded DCF file. BVSC used 
a test deck of 17-inch pre-marked and hand-marked ballots. The pre-audited ballots were printed on 100-
lb. conventional ballot stock9. 

Specific details follow: 

 Election definition used: Primary Election 

Ballot length: 17-inch 

Number of scanner units used: 1 

Number of test decks: 1 

Number of runs per test deck: 11 

Number of ballots per deck: 900 

Number of cards per ballot: 1 

Total number of ballots cast: 9,900 

Total number of vote targets: 584,100 

Table 5 – Mass Ballot Count Details for ICP/ICP-A 
 

Findings: 

The tested ICP met the acceptance criteria for the precinct scanner mass ballot count. BVSC successfully 
scanned 9,900 ballots, with 584,100 vote targets. Additional details follow: 

 

9 The weight specification of conventional ballot stock on the ICP/ICP-A scanners is 80 to 100-lb. 
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ICP/ICP-A Mass Ballot Count – Acceptance Criteria Expected Accepted 

Did the memory registers overflow? No  

Did the public counters increment appropriately? Yes  

Did the tabulated results agree with predetermined vote totals? Yes  

Number of errors (must not exceed 1 in 1,000,000 vote targets). An error is 
defined as a target scan that produces a result other than the expected result. 

≤ 1/1M vote 
targets 

 

Number of multiple feeds (must not exceed 1 in 5,000 ballots). A multiple 
feed occurs when the machine pulls multiple ballots and does not “catch” the 
error. 

≤ 1/5K ballots  

Number of incorrect rejections of ballots (must not exceed 3%) ≤ 3% total 
ballots 

 

Table 6 – Acceptance Criteria for ICP/ICP-A Mass Ballot Count 

Additional Testing 
In addition to mock elections and mass ballot counts, BVSC conducted tests to verify sound pressure level 
compliance, and observe ballot sensitivity and accommodation of folded ballots, as well as other 
characteristics of the voting system under test. 

 

Accessibility Test – Sound Pressure Level 

BVSC conducted this test on the ICP-A to verify conformance to section 101.56062(1)(g)-(i), F.S., describing 
the sound pressure level standards for a voting system’s audio voting features. The ICP-A incorporates the 
Accessible Tactile Interface (ATI) and headphones for audio-accessible voting. Optional tactile devices 
other than the ATI are paddles or a sip-and-puff device. Because the audio signals must pass through the 
ATI regardless of which tactile device is used, BVSC conducted the sound pressure test using the ATI and 
a standard set of headphones supplied by the vendor (Cyber Acoustics model ACM-70). 

The ICP-A’s installed audio files provide an introduction that plays at the beginning of the ADA voting 
session. This is the “language choice” section. The introduction on the ICP plays through three language 
choices (English, Spanish, and Haitian Creole) until the user makes a selection. The audio files for this 
recording are static files, not editable by the county. Therefore, because this file (or set of files) is static 
with this version of the ICP-A, and it is the first section encountered by an ADA voter, BVSC chose it as the 
test signal file in place of the ITU-T P.5010 test signal. The three language audio files together constituted 
one “loop” of recording. BVSC used this “loop” in its entirety as the basis for sound pressure 
measurements. The loop length was 2 minutes, 4 seconds. BVSC took all sound pressure level 
measurements after the elapse of this amount of time, in order to capture instrument readings for the 
entire loop. 

10 ITU-T P.50 - “ITU-T” is the telecommunication standardization sector of the “ITU,” which is the International 
Telecommunication Union. ITU is a United Nations specialized agency for information and communication 
technologies. The “P.50” represents one of their “P Series” objective transmission standards/measures used for 
testing the transmission quality of artificial voices. 
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The test equipment included a calibrated Type I IEC 31811 Artificial Ear, a Bruel & Kjaer Free-field ½-inch 
microphone (Type 4189), and Brüel & Kjaer model 2250-A analyzer12.  

Findings: 

BVSC was unable to acquire acceptable readings for the vendor-supplied headphones (Cyber Acoustics 
ACM-70) with the sanitary earpiece covers supplied by the vendor. When BVSC removed the covers, BVSC 
was able to obtain acceptable readings. BVSC requested the vendor provide other means of universal 
precautions in the use and sharing of headsets (as per Section 101.56062(i), F.S.) since the earpiece covers 
that were supplied for this certification activity interfered with acceptable readings for the headphones. 
DVS complied with updated precautionary measures13. 

BVSC found that the ICP-A and the headphones supplied by the vendor (Cyber Acoustics model ACM-70, 
without earpiece covers) conform to applicable statutes, standards and rules. 

The results of the sound pressure level tests are in the table below. 
 

 Sound Pressure Level Test Results 
 Average 

Maximum Volume 
(dB)14 

Average 
Minimum Volume 

(dB) 

Gain 
(dB)15 

Intermediate 
Level (dB)16 

Right 
Headphone 

107.66 76.60 31.06 91.7 

Left 
Headphone 

107.08 72.10 34.98 84.2 
 

Table 7 – Sound Pressure Level Test Results 
 
 

Contest Recounts 

To ensure that the voting equipment could be properly configured to meet Florida’s recount 
requirements, BVSC conducted an activity simulating a recount, for both a district-wide and countywide 
contest, using the General Election. BVSC disabled all other races on the ballot in the Election Event 
Designer. 

This task consisted of running zero reports on the central count tabulators, scanning ballots, running 
tabulator batch reports, and uploading the results into RTR. The system performed this activity as 
expected. Only the contests that were chosen as “recount” races showed results. All other contests 
displayed results as “Contest Removed” on the ICC tabulator batch report, and as “DISABLED” with a vote 
count of “0” in the RTR reports.  

Findings: 

The recount function operated as expected. The figure below illustrates the results in both the ICC 
tabulator and the RTR. 

11 IEC - International Electrotechnical Commission. IEC 318 is a measure used for ear simulators as defined in 
ITU-T P-Series standards. 

12 Brüel & Kjaer 2250 Analyzer - A hand-held analyzer and sound level meter that performs high-precision 
measurement tasks in environmental, occupational and industrial application areas. 

13 See Democracy Suite Florida Overview Manual, version 1.0.0::28 (March 7, 2014) 
14 Must be greater than 97 dB. 
15 Maximum volume minus minimum volume. Must be greater than 20 dB. 
16 Must be between (Minimum volume + 12 dB) and 97 dB. 
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Figure 8 – Contest Results in Tabulator and RTR 

 
 

Infrared (IR) Paper Sensor Test 

The infrared (IR) paper sensor is a security feature which, when enabled for an election, allows only ballots 
printed on special IR-reactive ballot stock to be cast. The infrared (IR) paper sensor contained in the ICE 
and ICP/ICP-A detects paper infused with IR-reactive elements; when paper without the IR-reactive 
elements is inserted (as in the case of a fraudulent ballot), the tabulator rejects it. Counties have the 
option to enable this feature and print their ballots on the IR-reactive paper (IR security ballot stock), or 
use conventional ballot stock with the feature disabled. BVSC examined the infrared (IR) paper sensor 
function on the ICE and ICP/ICP-A. BVSC used the General election, with a test deck printed on IR-reactive 
ballot stock and identical ballots printed on conventional ballot stock.   

With their infrared (IR) paper sensors enabled, the ICE and ICP/ICP-A rejected ballots printed on 
conventional paper, as illustrated in the figures below. 
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Although the ICC scanners do not contain infrared (IR) paper sensors, a county may wish to scan the IR-
reactive ballots on their central count scanner, as in the case of a recount situation. In consideration of 
this, BVSC examined the Canon brand ICC scanners’ ability to accept IR-reactive ballot stock. 

Figure 9 – The ICE with IR Sensor enabled, preventing the casting of non-IR ballots 

Figure 10 – The ICP/ICP-A with IR Sensor enabled, preventing the casting of non-IR ballots 
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Findings: 

BVSC found no anomalies. With the infrared (IR) paper sensor enabled, the ICE and ICP/ICP-A prevented 
the casting of non-IR ballots. Furthermore, the Canon brand scanners accepted the IR-reactive ballots.  

 
Folded Ballot Test 

Although Florida law and FVSS do not require this test, BVSC conducted a folded-ballot test to simulate 
absentee ballot processing. The objective was to observe the behavior of the precinct count and central 
count tabulators when folded ballots are scanned. BVSC created a test deck of each ballot size requested 
by DVS, and included IR security ballot stock supplied by DVS. 

Findings: 

BVSC found no anomalies. 

Scanner Sensitivity 

BVSC subjected all tabulator devices to scanner sensitivity testing. Florida law and FVSS have no 
requirements for this test, so results are obtained for information purposes only. The purpose of the 
scanner sensitivity test is to observe the scanner’s ability to read marks made by various types of marking 
instruments (pens, pencils, highlighters, etc.). The sensitivity test also demonstrates the scanner’s ability 
to detect a marking when the vote target is not fully or properly marked (such as “”, “”, etc.).  

BVSC created the test decks by marking the first position on blank ballots (80-lb. conventional stock, 17-
inch length) with various marking instruments. The test deck included two ballots for each marking 
instrument: a baseline ballot with selected ovals fully marked ( ), and a test ballot marked with a 
horizontal line 1 millimeter thick through the center of the target ( ).The test deck was duplicated on 
90-lb. IR security ballot stock. 

For testing the scanners’ ability to detect a variety of improperly marked targets, BVSC marked the target 
using the vendor’s approved pen (Sharpie Permanent Marker). These results were compared to a baseline 
of the same targets, fully marked ( ), using the same pen.  

Findings: 

BVSC observed that the precinct and central count scanners are able to detect a wide variety of marks 
made by several different marking instruments. However, the marking instruments consistently detected 
were limited to several softer grades of pencil, a black felt tip pen, and the vendor’s recommended pen 
(Sharpie Permanent Marker). As such, the vendor should clearly document its recommended marking 
device(s). 

Source Code Review  
BVSC checked the source code and also examined it with the Klocwork static source code analysis tool. 
BVSC found no issues that posed significant safety, security, or operational risks. 

Engineering Change Orders (ECOs) 
After DVS’ application for certification was deemed complete, DVS issued several Engineering Change 
Orders (ECOs) pertaining to the ICE and ICP/ICP-A. BVSC reviewed the ECOs to determine their impact on 
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the voting system under test. None of these ECOs presented changes that would affect the performance 
of the voting system under test or its ability to meet FVSS, statutory and HAVA requirements. BVSC 
determined all the ECOs to be de minimus changes acceptable in Florida.  

ECO 100204 – Modification to Write-In Bin 

During the conduct of the Mass Ballot Count on the ICP, BVSC encountered an issue with the write-in bin 
in the plastic (stackable) ballot box. The election definition was coded to divert write-in ballots to the 
write-in bin. As staff removed the ballots from the write-in bin, the write-in bin door opening’s sharp 
edges damaged some ballots. BVSC replaced damaged ballots with identical hand-marked ballots. DVS 
averted further ballot damage by dismantling the write-in bin from the inside of the ICP, allowing the 
diverted ballots to drop into the main bin. DVS submitted for BVSC’s review ECO 100204 to address the 
sharp edges in ballot boxes already deployed in Florida. Ballot boxes in production have already been 
addressed by changes to the manufacturing processes.  

BVSC reviewed ECO 100204, and tested the ECO’s change to the write-in bin by conducting another 
election on the ICP using the modified write-in bin and ballot box. BVSC cast and then removed from the 
write-in bin 650 ballots. BVSC also conducted a ballot removal test by feeding and removing ballots in 50-
ballot groups, up to 250 ballots. 

BVSC found that ECO 100204, de-burring the write-in bin edges, did mitigate the problem of ballots being 
damaged during the removal process; ballot damage, however, can still occur, even for ballot counts as 
low as 150. Removing ballots from the write-in bin becomes increasingly difficult with the increasing 
weight and number of ballots in the bin. BVSC recommends that counties use caution when emptying the 
write-in bin to avoid ballot damage. Furthermore, BVSC recommends that DVS immediately implement 
ECO 100204 in the ballot boxes deployed in Florida. 

Continuous Improvement / Recommendations 
During testing, staff encountered no issues that prevent certification of the Democracy Suite Release 
4.14.17, Version 2 voting system.   

The IR security ballot stock is approved for use with the following scanners: ICE and ICP/ICP-A precinct 
scanners, and Canon DR-X10C and Canon DR-G1130 central count scanners.  

BVSC recommends DVS notify its Florida counties of ECO 100204 for mitigating the sharp edges on the 
stacking ballot boxes already deployed in Florida, and implement the ECO for those boxes immediately.17 
BVSC recommends that counties use caution when emptying the write-in bin to avoid ballot damage. 

BVSC recommends that the vendor clearly document its recommended marking device(s). 

Conclusion 
Qualification test results affirm that the voting system under test, Democracy Suite Release 4.14.17, 
Version 2, met applicable requirements of the Florida Voting Systems Standards, Florida Statutes and 
Rules, and the Help America Vote Act (HAVA) for usability and accessibility. The Florida Division of 
Elections, Bureau of Voting Systems Certification, therefore, recommends certification of the referenced 
voting system. The IR security ballot stock which was requested for approval by DVS is approved for use 
in the ICE, the ICP/ICP-A, and the Canon brand ICC scanners (models DR-X10C and DR-G1130).  

17 Ballot boxes in production have already been addressed by changes to the manufacturing process, and 
therefore do not require ECO 100204. 
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Appendices 
 

Acronyms 
 

ADA Americans with Disabilities Act 

AS Audio Studio 

ATI Accessible Tactical Interface 

BVSC Bureau of Voting Systems Certification 

CF Compact Flash (memory cards) 

COTS Commercial off the Shelf (software/hardware) 

DVS Dominion Voting Systems, Inc. 

DVS Dominion Voting Systems Democracy Suite Voting System 

EAC U.S. Elections Assistance Commission 

ECO Engineering Change Order 

EED Election Event Designer 

EMS Election Management System 

FVSS Florida Voting Systems Standards 

HAVA Help America Vote Act 

HDD High Density Drive 

ICC ImageCast Central Count Tabulator 

ICE ImageCast Evolution Precinct Count Tabulator 

ICP ImageCast Precinct Count Tabulator 

ICP-A ImageCast Precinct Count Tabulator with the Audio voting capability enabled 

LAN Local Area Network 

L&A Logic and Accuracy (voting system test) 

RAS Remote Access Server 

RTR Results Tally and Reporting 

TDP Technical Data Package 

XML eXtensible Markup Language 
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