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Executive Summary

Elections Systems & Softwatd GES&S$ubmitted an application requesting Florida certification of the

EVS Release 4.5.0.0, Versibrvoting system.9 { 3 { Qa NXBljdzSaid Ay Of dzRSa& @I NJ
performance enhancements of previously certified systems, as well as the introduction of the ExpressVote
marking device.

The current Florida certified voting system includean election management systenknown as
ElectionWarea precinct scanneifS200)a precinctballot marking devicéhat can be used by votersith

disabilities(AutoMARK)and a central count scann¢bS850). Precinct results may be uploadedhis
election management systemanually, o viawireless or landline modems.

This certification introduces a new device to Florida voters with disabilifies.ExpressVote is a vote
capture device wittaverifiable paper record that is digitally scanned for tabulation. This system combines
paperbased voting with touch screen technology. The ExpressVote includes a mandatory vote summary
screen that requires voters to confirm or revigeeir selections prior to printing the summary of ballot
selections using the internal thermal printer. Once peoht ES&S ballot scanners process the vote
summary card. The ExpressVigedesigned taerve all votersbut the EVS Release 4.5.0.0, Version 4
applicationrequestis for useonly by voters with disabilitiesES&S has fully integrated the ExpressVote
with the existing suite of ES&S voting system products.

tKS 5AQAaA2Y 2F 9f SOGA 2y aQ BySieliuct tReTertifichtioAtgsihg { € &4 G S
in two phases. Phase | consisted of verifying the setup of the two configurations of the election
management system, restoration/import of two elections (general and primary elections), creation of two
elections (munigial andPresidential Preference Primagections), a physical audit, and a functional

audit. Phase Il encompassed the conduct of mock elections and election cycle events, such as loading the
tabulators with the requisite media, opening and closing ofgpddleding ballots, central count tabulation,

and election night and postlection reportingBVSC performetsts to verify compliance with standards

for sound pressure levels and contest recountsyductedmass ballot count testing for the central count
scannerand the precinct scanngiand conducted additional tests as necessary to observe the voting
systenf) éapabilities

The E&S ExpressVote represemswtechnology in a voting systespecifically for use blylorida voters

with disabilities. For exanple, the system introduces\ate summary cardin lieu of a traditional ballot

OF NRO dzLRRY 6KAOK A& AYLINAYGSR 2yf @& domeStti@and NRaA &S
O2NNBalLRyRAY3 ol NOD2RS (iB/SCfifdthat M IfuRike erth@ncemedtS, thé | 6 dzf I 1
system could provide greater independence for persons with disabilitiesvever, in its current form,

BVSChas identified several areas affecting usability and functionality that warrant enhanced
documentation, procedures, training guidance, or refinements to the system.

The BVSC recommends certificationE)fS Release 4.5.0.0, Versiomofing system, angrovisonal
approvalof the ExpressVote ballot marking device componaatfollows:

1) Certification forEVS Release 4.5.0.0, Versimoidng systemexcept for the ExpressVote
component, provided the vendor makes beforeharetessary changes its written
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docunentationt to reflect BVSC recommendations for greater specificity, clarity, and guidance
regarding use of the system.

2) Provisional approvaif the ExpressVote ballot marking devioe use inany election conducted
throughMay 1, 2017, with the ExpressVolallot marking device to be used solely by persons
with disabilities. Th@pprovalshould besubject to the following conditions:

a. The vendorshould makehe necessary changes to its written documentatitmreflect
BVSC recommendations for greater sfieity, clarity, and guidance regarding use of the
system

b. The use of th&xpressVote ballot marking devjéeapproved, is also subjediefore
usein any electionto future revisions to Rule 13.032, F.A.C., to provide standards for
the accessiblaudio-visual onscreen display of the ballot and the printed vote summary
card inaccordance with section 101.5608(3), Florida Statutes.

c. BVSC does not recommend an extension ofpihisisional approvalif granted or
recommend the approval of any futurelease of this ExpressVote ballot marking device
unless the issues in the Continuous Improvements/Recommendations section of this
report are addressed or are no longer an issue.

1 ES&S has satisfactorily completed EVS Release 4.5.0.0. Version 4 manual updates/documentation
requirements.
2ES&S has satisfactorily completed manual updates/documentation requirements as related to the
ExpressVote ballot marking device.
Paged of 49
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Introduction

Elections Systems & Softwatd C (ES&S)bmitted an appliation requesting Florida certification of the

EVS Release 4.5.0.0, Versbri@d2 G Ay 3 &adeaiSyd® 9{s{Qa NBljdSad AyOf
performance enhancements as well as the introduction of the ExpressWatéking device The
ExpressVotés a voterinterface devicdor voterswith disabilitiesto be used at a polling location

Background

ES&8 ElectionWare voting system first received certification in the state of Florideebruary 9, 2012,
for EVS Release 5.0.0.0, Versio@2 September 25, 2012, BVSC certii$ Release 4.0.3.0, Version 2
which included enhancements to the precinct and kigieed scanners of the voting system

In January 2014 S&® iitial application for certification oEVS Release 4.5.0.0, Versgdamas deemed

to be complete.Through the subsequent review and testing process, the vendor made changes to the
scope of the application and necessary modifications to the sysldmrapplication, now in its seventh
iteration asEVS Release 4.5.0.0, Vansity® includes optimization and performance enhancements
throughout the voting system

System Overview

This is a papebased voting system with an element for compliance with HAVA provisions for precinct
voting. The Florida certified voting system includless Election Management Sysh (EMS), a precinct
scannera central count scanneandprecinct voter interface devices that can be used by a voter with a
disability.

The EMS hardware platform is configured as either a stdode or a server/client corguration. The
standalone configuration includes the election management system and the election results reporting
manager; whereas, the server/client configuration includes one or more workstations (clients) which
interconnect with a server. The systenclimdes an option to upload election results wirelessly or using an
analogd a t I y Rdddmy/ S € 0

The EMS software configuration includes:

1 ElectionWare integrates the jurisdiction, districts, contests, and candidate database as the main pre
voting phase anghostvoting phase that allows ballot images to be viewed. Provides the method to
configure elections, create ballot design, add languages (including audio), export ballot/election
definitions and view ballot images.

9 Election Reporting Module (ERM) a client application used for integrating election results
acquisition, consolidation, and reporting. A second ERM client can be configured as a distribution
system to display scrolling resutis-screenand over the Intraet.

1 The ballotmarking equipment includes the ExpressVote and AutoMydét assist termina{VAT).
The tabulatingvoting equipment includes the DS280d the DS850.

3 See Appendix B Application Timeline Table
Page5 of 49
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Figurel. ExpressVote The ExpressVote is a vote capturevide witha verifiable paper record
that is digitally scanned for tabulatiofihis system combines papbased
voting with touch screen technologgnd ntegrates assistive peripherals
such asheadphonestactile keypad, sip and puff device, mrcker/paddle
control switch The ExpressVote includes a mandatory vote summary
screen that requires voters to confirm or revise selections prior to printing
the summary of ballot selections using the internal thermal printer. Once
printed, ES&S ballot seaers process the vote summary card. ES&S has
fully integrated the ExpressVote with the existing suite of ES&S voting
system products.

Figure2. AutoMARK

The AutoMARK Voter Assist Terminal (VAT) is a voter interface deaice th
allows a voter to mark a blank, preprintgdperballot or assists a voter
with contest selections via visual display, audio, or both. The voter uses the
AutoMARK to navigate the ballattilizing the touchscreen, physical
keypad,and assistive supportgripherals such aa sip and puff device or
other assistive equipment. Also, the voter can use the AutoMARK to review
a marked ballot and either to cast the ballot into an optical scan tabulator
(like the DS200) or, if available, to cast the ballot intcattached ballot

box, known as the Autast

Figure3. DS200

=== The DS200 is a voter interface device used to scan paper ballots. It is a
= precinct tabulator that can also be uséd scanabsenteeballots This
tabulator capturesi KS @2 i SNDa asSftSOiAaz2ya | yR
The DS200 uses a USBive for downloading the election definition,
provides an option to capture cast ballot images on the USB, and provides
the election results on the USB. The results data tbem be manually
uploaded into ERIMbr the DS200 can transmit via secure wireless telecom
network into ERM.

Figure4. DS850

The DS850 optical tabulator is a higfeed scanner for usé scan
absentee ballotor to conduct machine recounts @ontest/races. The
DS850 uses digital cameras to image paper ballots, capture voter selections
on the image, and evaluate the results. It uses a USB drive for downloading
the election definition, captures the cast ballot iges on the USB, and
provides the results on the USB. The results data are uploededERM
either via the USBr via an Ethernet connectioffhe DS850 also uses two
COTS printers, one for printing reports and the other for recording and
printing an auditog.

4The DS200, DS850, and ExpressVote use Delkin brand, ES&S qualified, USB flash drives.
Pageb of 49
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Component Version List

The component version list describes in dethéd tomponents of the voting systemmder test

Software

[Redacted pursuant to section 282.318, Florida Statutes, and to the U.S. Department of Homeland
Secur ity 0s eldcdosd ag ancatical infrastruetiire. ]

System Software

The systerf software requirements are in the table below.

Tablel. Election Management System software requirements

[Redacted pursuant to section 282.318, FloSdatutes, and to the U.S. Department of Homeland
Securityds designation of elections as a critical
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[Redacted, continued]
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[Redacted, continued]
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Hardware

The hardware components of the voting system are listed and described below.
Election Management System Hardware
The Election Management System hardware requirements are in the table below.

Table2. Election Management System hardware requirements

[Redacted pursuant to section 282.318, Florida Statutes, and to the U.S. Department of Homeland
Securityds designation of elections as a critical
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[Redacted, continued]

Precinct Count Systems
The precinct count scanner is the DS200.

Digital Scan 200 (DS200)

[Redacted pursuant to section 282.318, Florida Statutes, and to the U.S. Department of Homeland
S e ¢ u rdesignatibs of elections as a critical infrastructure.]
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[Redacted, continued]

Precinct Voter Assistance Devices

Thevoting system has two voter assistance devices, the ExpressVote and the AutoMARK.

ExpressVote Voting System

[Redacted pursuant to section 282.318, Florida Statutes, and to the U.S. Department of Homeland
Securityds designation of elections as a critical

AutoMARK Voter Assist Terminal (VAT)

[Redacted pursuant to section 282.318, FloSdatutes, and to the U.S. Department of Homeland
Securityds designation of elections as a critical
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[Redacted, continued]

Central / Absentee Count

The central count or absentee count scanners availableter®S200 and the DS8&6Adinclude me or
more of the following
Digital Scan 200 (DS200)

[Redacted pursuant to section 282.318, Florida Statutes, and to the U.S. Department of Homeland
Securityds designation of elections as a critical

Digital Scan 850 (DS850) Central Count Ballot Tabulator

[Redacted pursuant to section 282.318, Florida Statutes, and to the U.S. Department of Homeland
Securityds designation of elections as a critical
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[Redactedcontinued]

Voting System Hardware

The hardware components of the voting system are describede tablebelow.

Table3. Voting system hardware components

[Redacted pursuant to section 282.318, FloSdatutes, and to the U.S. Department of Homeland
Securityds designation of elections as a critical
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[Redacted, continued]

Components under Review

The components under revieinclude the following:
1 Upgraded ElectionWare election management system
1 Upgraded precinct count tabulator (DS200)
1 Upgraded central count tabulator (DS850)
9 Ballot marking devices used fagters with disabilities
0 Upgraded AutoMARK
0 ExpressVote, which is new Florida

1 Ancillary software
Pagel5of 49
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o Toolbox
o0 ExpressPagand ExpressPass thermal printer)

During thetesting for certification, ES&S submittegumerousrevisions to softwareand firmwareto

address issues discovered during testing. BVSC examalimedisions.

hyS NBGZAAAZ2Y adzoYAUGGSR o0& G(KS @Sy R2N nfufilevofeOS R (1 K &
summarycardsfor largemulti-ballot cardelections Theupgradeallowsthe @2 § SNDR&a aSft SOGA 2y .

contests appearing on a ballot to be outputted more thanonevote summarycard (This issimilar toa
marksenséallot being comprised of several shegts

Testsfor this certificationprocesswere conducted with some elections that fit onto one card, and some
that fit onto multiple cardsFor claritythis report will identify tests assingd & A 0 B NE#ultiZONINR €
elections where relevant

Conduct of Tests / Findings

The test objective was to verify that thiew voting systemmeets the applicable requirements of the
Florida Voting Systems Stiards (FVSS), Florida Statutes AddinistrativeRules, and the Help America
Vote Act (HAVA) for usability and accessibility.

The FVSS qualification examination for this effort encompaasphysical and functional audit of the
components under review. \BSC conducteadditional testgo verify compliance with standards for sound
pressure leveland observeballot sensitivity In addition,BVSC conducteghass ballot count test on
precinct andcentral count tabulatorsas well as a mass marking test on Ex@ressVote.

Systems Setup & Configuration

BVSC set up the ElectionWare voting system in two configurations: as aselieat configuration with
modem and network capabilities, and as a stahohe configuration

Physical Audit

BVSC conductedhysical audit to verify that the voting system under test matched the specifications
described in the application and the TDP documentation.

Findings:
BVSC found no discrepancies with the setuthefElectionWareroting systentonfigurations.

Functional System Audit

BVSC conducted a functional system audit to véhnidy all components of the votingystem operate as
described in the TDP.

Voting Equipment Menusz Administrative and Diagnostic Reports

BVSC performed a functional audit by testing all available menu optioredamidistrativereportsas well
as systemsunctions in the course of testing.
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Findings:
¢tKS aeaidsSY LISNF2N¥YSR Fa AYRAOFGSR Ay (Sttbtesgaid/ R2 N a
Administrative Rules

Mock Electiors

BVSC conductethock electiondncorporating multiplecard ballots of varying ballot lengths €irich to
19%inch).BVSC used four election typéxesidential Preference Primafly PP, municipal,primary, and
general The tests includetioth handmarked and machine markdshllots as well as thoseast via the
accessible voting ballot marking machines (AutoMARK and Expressinate)ed singlecard andmulti-
card elections All activities simulatig an election were conductedsing all equipmentfrom initial
preparations and L&Apre-election activities)through voting (election activities), election night and
precinct level reportinggostelection and reportingactivities) BVSC used ballot tedecks andpre-
determinedresults to compare to actual results.

Pre-Election Activities

Preelection activities included codirgg verifying the coding dhe election database for each of the four
elections (PPRmunicipal,primary, andgeneral),preparingthe election mediapreparing the ballot test
decks, preparingnd validatingthe expected results, and preparing the voting equipmektuniversal
primary contest (UPC) was included in grenary election definition.

Election Activities

Electionactivities includedpening polls, casting ballots using test de@ksludinghand markedballots
and ballotsmarkedusing the AutoMARK and the ExpressYaead closing polls

PostElectionand ReportingActivities
BVSC examingdst results against expded resultsPostelection activities included generatimgports.

This included uploading election results and verifying results in the ERM by election group (absentee, early
voting, Election Day, and provisional voting). BVSC uploaded results dsextéymodem testing was
done in a separate test.

Partial and completesummaryXML filesand the 36day precinct level XML filese produced by the XML
File Utility, which isncillary to the voting systenThese ardeing examined in a testing activitgparate
from thiscertification effort.

Findings:

Thevotinga 8 4G SY LISNF2N¥SR a4 AYRAOFIGUSR Ay (UKS @SyR2NJ
Statutes, and Administrative RuleBYSC did, however, encountssme ExpressVote issudbat the

vendor should address for future extension of thprovisionalapprovalfor the ExpressVote precinct

marking deviceif granted or in a future system releas@dditional results of ExpressVote testing are

discussed in another section of theport (seeExpressvie, pg.30).

Precinct TabulatorMass Ballot Counts

BVSC conducted mass ballot counts on the DS200 precinct scanner and on the DS850 central count
scanner.
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DS200

BVSC conducted a mass ballot count on one DS200 precinct scanner using the 201Radm@outy
General Election definition. The minimum requirement was a ballot count of 9,900 balictssingle
scanner The test deck contained 360 twaard ballots (720 cards totafptaff ran he test deck through
the DS200 fifteen times, for a total of 10,8b8llots.

Specific details follow:
Table4. Mass Ballot Count details for DS200

Election definition used| 2012 MiamiDade County General Election

Ballot length:| 17 inches

Number of scanner units use( 1

Number of testdecks:| 1

Number of runs per test dech 15

Number of ballots per deck 360

Number of cards per ballo{ 2

Total number of ballots casi 10,800

Total number of vote targets 304,020

Findings:

The testedEVS 4.5.0.0/ersion 4DS20(Qfirmware 2.11.0.3 met the acceptance criteria for the precinct
scanner mass ballot count. BVSC successfully scdn@a0 ballots with 304,02@ote targets.

Duringtesting of a previoussystemversion, howeverthe DS200 preseatl an error in the poll closing

process. Aftestaff performedthe DS2000 Of 2 & S  LJ2 it predefitedia dpfi€ddl Sydeyh error, along

wil K G662 dza SN 2dtigmahings 1yt RIZNG/L ZRyFENGHz8 §R ©OKS dza SNI OK 2
advised by the vendor, and the DS200 then presenteddie KA & @2 iAy3 RSOAOS Aad N
2LISYSRé aONBSYys> 6AGKcTIndaHE 2 LW R 2 o B BIS ¢ 5 ehgtbefvan@ot IS | R
thedza SNJ OK2 a6t ¢bh LIEKSt 5{ 1 /ohisoLISPESHTONBRSYKSIES Lzt AO
out, and a zero tape printed. The user was not given the option during this procedure to zero the public

count, nor did a results tape pritvefore results wereeset

The vendor resolved the issue by modifying the certification application with an upgrade $ofthH n n Q a
firmware. BVSC found no anomalies durihg W O f 2 & $rocess for¥/edisian 4testing of the voting
equipment

Acceptance criteria is shown in the table below
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Table5. Acceptance criteria for DS200

DS20Mass Ballot Gunt ¢ Acceptance Criteria Expected | Accepted

Did the memory registers overflow? No \Y
Did the public counters increment appropriately? Yes \%
Did the tabulated results agree with predetermined vote totals? Yes \%
Number of errors (must not exceed 1 17000,000 vote targets). An error | /1M vote \/
defined as a target scan that produces a result other than the expected r¢ ~ @rgets

Number of multiple feeds (must not exceed 1 in 5,000 ballots). A multiple|  >KL/5K \Y
occurs when the machine pulls mul§pl 61 f f 23& +yR R2§ balos

Number of incorrect rejections of ballots (must not exceed 3%) Nﬁz‘;/ﬁ ::Stal \%

DS850

BVSC conducted a mass ballot count on two DS850shigdd central count scanners using th@12

EscambiaCountyPrimaryBection definition. The minimum requirement was a ballot count1®2,000

ballots. Themass ballot countest deck contained 40 sets ofsinglecard, 320-ballot test deck BVSC
scanned ihe mass ballot count test dedb times to satisfy the 192,000 ballot count requirement

Specific details follow:
Table6. Mass Ballot Count details for DS850

Election definition used| 2012 Escambi@ountyPrimary

Ballot length:| 17 inches

Number of scannemnits used:| 2

Number of test deckets: | 40

Number of runs per test deck 15

Number of ballots per deck 320

Number of cards per ballo{ 1

Total number of ballots cas] 192,000

Total number of vote targets 9,446,400

Findings:
The tested DS& met the acceptance criteria for theentral countscanner mass ballot counBVSC
successfully scanned 192,008llots with9,446,400v0te targets.
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Two jams occurresn the DS85Qshowever neither was attributed to the scanners. One was due to a
ballot with a folded corner; wheataff duplicatedthe ballot, no jams occurred. The other jam occurred
due to a scanner part that was improperly adjusted after scheduled cleaning; when the Eaatijnsted
properly, no jams occurred.

To mitigate risk of scanner janisS&3ecommends thausers followproceduresoutlined in the DS850
Standard Operating Procedures martualensure proper cleaning and-aessembly of the scanners.

Acceptance crited is shown in the table belaw
Table7. Acceptance criteria for DS850

DS850Mass Ballot Count Acceptance Criteria Expected| Accepted
Did the memory registers overflow? No \Y,
Did the public counters increment appropriately? Yes \Y,
Did the tabulated results agree with predetermined vote totals? Yes \%
Number of errors (must not exceed 1 in 1,000,000 vote targets). An eri KL/IM \%

defined as a target scan that produces a result other than the expected r¢ te‘l’r‘;t:ts

Numbe of multiple feeds (must not exceed 1 in 5,000 ballots). A multiple { XL/5K Vv
200dz2NE 6KSYy (KS YIFOKAYS Lz £ & Ydzt balots

Number of incorrect rejections of ballots (must not exceed 3%) HB3% total \%
ballots

Accessibilityz Sound Pressure Level

Thesoundpressurelevel test is conductetb verify conformance to section 101.56062(LjgF.S., which
RSAONAOGSE GKS &a2dzyR LINBaadz2NB f S@St adlyRFNRA F2NJ |
a sound pressurelevel test on the AutoMARK because the firmware has been upgresileck the

previously certified version. BVSC also conductsaliad pressurelevel test on the ExpressVote, which

is new to Florida and thus requires demonstration of conforogato the statute referenced abovBYSC

tested both machines using th&VID brandhudio headsets supplied by the vendor.

BVSC used an [{TUP.50 test signal that was incorporated intan election definition. The test signal
replaced the initial soundl& normally heard by a voter at the beginning of an accessible voting session.
The election definition played the test signal as a loop. BVSC took all sound pressure level measurements
after the elapse o0& complete loopin order to capture instrument retingsacrosshe entire loop.

5DS850 Operator Guide, Document Version 1.0, Firmware Version 2.8 (Feb. 6pg0%6),

¢ KS @SYR2ND& NILAF MG @My (FA2aNd 30Saa G201 KSIFRLIK2y Saé Ay
specifies the following headphones: AVID Airline Products, model number 1A6FV0O60CBK32ST (ExpressVote
hLISNI G§2NR&a DAdZARSX CANXGI NB + SNAA 2 \6r suppliedsthe SoRowiogYA /PG  + SNE A
educational headphones (unmarked).

TITUTPS0GLEGE Aa GKS G SdtaBdaizatodeySAOGI2INI 2 GKS aL¢! ¢ gKAOK
Telecommunication Union. ITU is a United Nations specialized agency fonatiftmmn and communication
G§SOKy2t23ASad ¢KS at dpné NBLINBaSyida 2yS 2F GKSAN at { S
testing the transmission quality of artificial voices.
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The test equipment included a Type | IECCBI8el & Kjaer Artificial Ean Biiel & Kjaer Fredield Yzinch
microphone (Type 4189), and Briel & Kjaer model 28%Malyzet; all of which were calibrated

AutoMARK
TheAutoMARK was tested with the headphones provided as part of thbnicalData PackagelDB.

Findings:

BVSC found that the AutoMAREmMpleswith the applicable statuteThe results of the sound pressure
level testsfor the AutoMARKare in the tablebelow.

Table8. Sound pressure level test resultsAutoMARK
Sound Pressure Level Test ResylisutoMARK |

AverageMaximum AverageMinimum  Gain(dBA)! Intermediate Level
Volume (dBy)*° Volume (dBA) (dBA)*?
Right Headphone 111.20 61.20 50 76.20
Left Headphone 111.40 61.50 49.9 76.40

ExpressVote

The ExpressVote unit was tested with headphones provided as part of the TDP

Findings:

BVSC found that thExpressVote comigiswith the applicable statuteThe results of thsound pressure
level testsfor the ExpressVotare in the table below.

Table9. Sound pressure level test resultExpressVote

Sound Pressure Level Test ResglisutoMARK |

AverageMaximum  AverageMinimum  Gain (dBAY Intermediate Level
Volume (dBY)*3 Volume (dBA) (dBAY®
Right Headphone 109.80 71.70 38.10 83.90
Left Headphone 109.20 71.20 38.00 83.30

Accessibilityz Force

BVSC conductkthe forcetest on the AutoMARKENd the ExpressVotasing multiple input methods for
each: the available touchscreen, theckerpaddle switch, and theaudio tactile keypad (ExpressVote
only). BVSC conductetthese tests to determine compliance with section 101.56062(1)(l) F.S., which

8 |EG International Electrotechnical CommissidBC 318 is a @asure used for ear simulators as defined in
ITUT RSeries standards.

9 Briel & Kjaer2250 Analyzer Ahandheld analyzer and sound level meter thegrforms highprecision
measurement tasks in environmental, occupational and industrial application.areas

10 Must be greater than 97 dB (decibels weighted).

11 Maximum volume minus minimum volume. Must be greater than 20 dB.

2 Must be between (Minimum volume + 12 dB) and 97 dB.

13 Must be greater than 97 dB (decibels weighted).

4 Maximum volume minus minimum ltame. Must be greater than 20 dB.

15 Must be between (Minimum volume + 12 dB) and 97 dB.
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NB lj dzA NB & dé feduiied b dpréte oF &ctiNdite the controls must be no greater than 5 pounds of
FT2NDOS oé
BVSC conducted teetests during an accessibleoting session usingalibratedDillon model GL digital

force gauge(Figure5)® . +{/ &8 G(KS F2NOS 31 dAS G2 WIiSNRQ o
measurements for each button or touchscreen position.

Figure5. ExpressVote undergoes testing with a force gauge

]

Help

10:50 AM

President
Vote for One

Albert A Presidential Candidate Long Name

Ben B Presidential Candidate
e

Cathy C Presidential Candidate

David D Presidential Candidate

Elton E.Pmidenyjal Candidate

rral F?n;]g!’m., Candidate

AutoMARK

Findings:

No measurement exceeded the maximum of 5 pousidforce.BVSC found that the AutoMARK complied
with section 101.56062(1)(l), F.S.

ExpressVote

Findings:

No measurement exceeded the maximum of 5 pounds of foB¥SC found that th&xpressVote
complied with section 101.56062(1)(l), F.S.
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During initial testing, however, BVSC discovered a problem with the audio tactile keypad and an
ExpressVote software bu@hese findings are discussed in another section of this reporEgaessVote

pg. 30).

Accessibilityz Clearance Requirements

Voting boothsor tabletop installationgmust meet minimum height and knee clearartienensionsas
well as privacy requirementss set foth in section 101.56062(m), F.6.K S @Sy R2 NRa I LI} A Ol

an ExpressVote voting booth

and an ExpressVote taiteoptional AutoCast box.

The ExpressVote may be used in conjunction with the ExpressVote voting Wwhath features portable

design asshown below:

Figure6. ExpressVote voting booth

Structural Foam Booth

Seructural foam
“‘Dockplate”

Snap-on
bric peivacy
soroon

Powes supply

Serall suppont roge
around ExgressVolo

TheExpressVote maglsobe placed on an optiondxpressVoteable with AutoCast boxwhich allows
the userto set up the ExpressVote to accept AutoCast balfoBVSC examined the AutoCast table
(without the privacy hoodjor compliance with applicable statute§he AutoCast tale is shown in the

figure below:

16 AutoCast is a feature whereby the voter, upon confirming and printing the vote summary card, may have
the card automatically placed into the secure AutoGast attached to the table for later tabulation by election
officials instead of having the card returned to the voter for casting into a precinct scanner.
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Figure7. ExpressVote AutoCast Table, with and without privacy hood

ExpressVote AutoCast Table

Kickstand

Card Slop

Chute

Card Bin

The dimensions of theble'” are as follows:

Table Area Dimension |
Top of table surface 002¢ - HpPpS54a- owml ¢
Bottom of tablesurface on2¢ - Hcbh5é - HTIE
Leg span oTl ¢ - HM5E
Findings:

BVSG@neasured the minimum heigtdf the voting controls anthe minimum knee clearance openiog
the ExpressVote table witthe AutoCast box BVSQGhe found that the table complied withsection
101.56062(m), F.S

In lieu oftesting forconformance to Florid&tatutes BVSC accepts the V8Tést results on usability and
accessibility for the ExpressVote voting bo&th.

17 ExpressVote Standard Operating Procedure, ver.1.0. Chap. 3.
¥ The VSTL is NTS (Huntsville, AL).
9 Usability and Accessibility test performed in accordance with Volume |, Section 3 of the EAC 2005 VVSG.
Report No. T71379.601 Rev. B (June 20, 2014)
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Contest Recounts

BVSC conducted a recount to verify compliance sétttion102.141(7), F.S., and the FVB$SC selected

one countywide race and one distraiide race in themunicipal election. The recount was conducted

using a DS200 precinct tabulator and a DS850 high speed tabB&BEC also conducted a recount in the

pima St SOGA2y dzaAy3a GKS 5{ypnd . 2NorKechiit aedWweteyd 6 SN
suppressed in ElectionWare, per the TDP instructiBesults were verified against expected results.

Findings:

BVSC found that the voting system under test pbed with applicable statutes and standards.
ElectionWare allows thaserto report results fromonly the affected races. Furthermore, a recount can

be conducted on more than one race at a time, as demonstrated by processing both the countywide race
and dstrict-wide race in one recount.

Modems

BVSC examined the ability of the voting system to reportanmdimulateresults from precinct scanners
via modem communication. Staff conducted a mock PPP election with four DS200 precinct scanners, each
using a difierent modem carrieor technology(landline, AT&T, Sprint, and Verizon).

Findings:

During the setup of the modem test, staficountereddifficulty getting the AT&T modem to conneot

the SFTP servefhe problem wagventuallyisolated to an Internet Access Point Name (APN number) in

9t SOUADBYHINMB BN yavYArAaarzy aSiaday3aad ¢KS !'tb ydzyoSN
(Omaha, NE) did not work in the BVSC laboratory (Tallahassee). Once an APN number accefitable in t
region of the country was entered in the ElectionWare settings, the AT&T modem capability iorked.

During subsequent testing of all modems, staff observed no anomalies and the system functioned as
expected

Regional Results Application

The voting sygm under test is capable of receiving aaccumulatingresults transmitted via regional
reporting sites?! The Regional Results software resides on a computeranitbfinedmodem capability.
In ElectionWare and the Regional Results Reporting softwarecappii, each polling location is assigned
to a reporting region. The software application in the test was installed on a-stlang laptop.

Staff conducted the PPP election using three reporting groups (Region 1, Region 2, and Region 3). Staff
manually yploaded the results to the RegionRlesultsReporting software, and then transmitted the
results via wireless modem (using an AT&T Hotspot) to the SFTP server.

209t SOGA2Yy2FNBT +£2tdzYS LY ! RYAYAAGNI 6§2NR& DdzA RS> 52 Odzy
7, 2015), pg. 92Because the APN number will already be coded for the location of theiseidof the system, a
Florida county will not have this issue. The APN number was not coded before arrival for testing in Tallahassee.

21 Regional reporting siteare sites located in a county (or other election jurisdiction) that receive manually
uploaded results from nearby polling places. They then electronically transmit those results to the SOE office. This
method allows a county to send results to the SCie®fuicker than complete manual uploading, and less
expensively than the cost of deploying modems in every polling place.
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Findings:
Staff noted that the regional results reportingoftware prevents precinct results from being uploaded
twice. Staff did not observe any anomalies during the test.

Figure8. Hotspots and Broadband Modems (AT&T, Veriz8print)

N

. N
Sprint »

HOT SPOTS

M 2R0ADBAND
MO DEMS
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Figure9. Connecting the Regional Reporting Site to th&&T Hotspot via Wi technology

Rd s S b .
LI ey tedd|
REGIONAL RESULTS

Folded Ballot

Although Florida law and FVSS do not require this B¢&C conducted a folddllot testto simulate
absentee ballot processing. The objectivasto observe the behavior of the precincbunt and centrh
count tabulatorsvhenfolded ballotsare scanned

BVSC created a test deck for each of the four election types and four ballot lengihs {IAPP election;
14-inchmunicipal election; 14nch primary election; and 18nch general election)Different fold types
were included in each test deckifad, Gfold, a fold through a vote targét a fold through a writén,
and the maximum number of folddlowed per ballot lengtf.

BVSC cast ballots into the DS200 and the DS8&Dcompared the results.

Findings:
The DS200 did not accept two-iiich ballots, one with a-€®Ild and one withthe maximum number of
folds(2. ¢ KS a0FyySNJ RAaLXlFIeSR | aolfttz2d O2dzAZ R y2id oS

22 Folds through a vote target are outside the ballot printing specification as outlined in the ES&S Ballot
Production Guide.
23The maximum number of folds per ballot length is determined by ES&S TDP ballot printing specifications.
[FO1AYy3 (GK2aSxz . +{/ dzaSa (KS F2ft2gAy3aY H F2f{Ra FT2NJ MM:
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error, since the scanner gave tlappropriate response.The DS200 correctly processed all the other
ballots.

The DS850 accepted all ballots except for the same two ballots that were rejected by the DS200. The
reason for rejection by both scanners could be attributed to ballot fatigue, a fold thraughing mark,

or some other common issu@he DS85@lsojammed on onel7-inch, writein foldedballot. The ballot

was duplicatedndthe DS850 processehe duplicatecorrectly. The BB50processed athe otherballots
correctly.

Scanner Sensitivity

BVE subjected all tabulator devicg®S200 and DS85) scanner sensitivity testingzlorida law and

FVSS have no requirements for this test, so results are obtained for information purpose3tanly.

purpose of the scanner sensitivity test is to obsen®thd OF YYSNRA& | oAf AGe G2 NBI R
types of marking instruments (pens, pencils, highlighters, etc.). The sensitivity test also demonstrates the

a0l yySNna FoAtAdGe G2 RSGSOGO F YIFENJAY3 gKEAWEAGKS @2
@es SGODOOD

BVSC creatednhé test decks by markinthe first position onblank ballotswith various marking

instruments. The test deck included two ballots for each marking instrumebasalineballot with
selectedovalsfully marked ®), and aest ballot marked with a horizontal line 1 millimeter thick through

the center of the target-)).

vvvvvv

C2NJ iSaildAay3a GKS a0FyySNBRQ loAfAlGe (G2 RSGSOG F @F N
dzaAy3d GKS @SyR@RNRA I LIEKEEHRSHlertddlpoint pen (.7mm), Part# §100
These results were compared to a baseline of the same targets, fully m{®)xdising the same pen.

Findings:

BVSC observed that the precinct and central count scanners are able to detect a widg ofanetrks

made by several different marking instruments. However, shannersconsistently detectednarks by

marking instrumentdimited to softer grades of penci{2B to 6B)a black felt tip penf YR G KS @Sy R21
recommended per{VL Ballot PenAs sub, the vendor clearly documesin its user manual and other
documentation therecommended marking device(s).

SystemClock

BVSC examined the DS200 precinct scanner and the ExpressVote for the apitityeady implement
systemtime anddate changes sucdhs Daylight Saving Time aedp years

Findings:

The DS20@roperly performed an automaticeset for the spring ("spring forward"¢hange toDaylight

Saving TimeWhenthe unit failed toautomatically reseti 2 G KS LINE LISNJ & Argt@ntd a F I f €
standardtime, the vendor was notified and responded with instructions for different testing conditions

that accommodate the Linux code for time changes. Whetested, the DS200 satisfactorily reset
automatically to standard time.

Both the DS200 and the ExpressVote propeagdledleapyearand nonleapyeardate changes

BVSC recommends the vendgedate thedocumentationto clearly indicatehow a user may test the
5{ Hnn QA& altomatitallylreset o Standardtime i, KS aFlL €t ol O1¢é¢ aSGiAy3ood
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Battery Life

BVSC verified that the DS200 and the ExpressVote, when disconnected from the electrical outlet,
functioned for the time period stated in the TDP documentati@he documentation states that the
battery pack is capablof powering the system for at least two hous.

BVSC staff turned the power on the unitadisconnected the AC adaptdihe equipment was left running

on battery poweruntil the unit drained the battery and performed a shutdown operatiddVSC

reconneded the AC adapter and reviewed the audit logs to determine the length of time the machine
remained in a usable state, before complete drainafjhe battery power occurredAs many as tenotes

were cast (or marked, in the case of the ExpressVote) dthinbattery intervali 2 RSY2y adi N} G¢S (K
ability to operate on battery poweiThe table below reflects the outcome of these tests.

Table10. Battery life test results

Battery Life Test Results

Battery Lifeper TDP Actual Battery Life
DS200 At least 2 hours 2 hours26 minutes
ExpressVote At least 2 hours 4 hours 32 minutes

Findings:
The battery packpowered theDS200 and the ExpressVdte longer than the stated minimum battery

life. It is expected that in a reaborld scenario, in which the unit would be utilized during the battery
interval, battery power would drain quickeelative to the number of ballots processed

ExpressVote

The ExpressVote is a voting device auntrently cettified in Florida.The scope of the present application

for approvalis limitedto use by any voterwith a disability The ExpressVoteffers two optionsonce a

voter has made his/her selections and printed them on the humeadable vote summary cardeither

the voter may have theardreturned to the voter whacanthen insert the card inta precinct or central

count scannefor tabulation, orthe voter cardza S WtoQ & ¢ Fdzy Ol A2y (Hateihe £ f 2 54
card automatically placed into the seeuAutoCast box for later tabulation by election officiating a

DS200 or DS850

BVSC observed the ExpressVote in several test scetmagaminethe capabilities of this new device.

Mass Markingexamination (ExpressVote)

BVSC conducted massmarking test to simulate a high number of ballots to be processed by the
ExpressVote. BVSC used the 2012 EscaBthiatyPrimary Electio | G a A y 3t S to@ledtaé St S
test deck by marking 257 activation camutsing the ExpressVat8VSC used blackrds as well as cards

with activation codes pr@rinted using the ExpressPass printer. BVSC cast the test deck in both a DS200
and a DS850, then compared the two tabulator results.

(@

24 Florida ES&S Voting System 4.5.@.@ystem Functiwality Descriptionpg. 90.
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Findings:
BVSC found no anomalies.

Multi-Card Ballot(ExpressVote)

Just as a paper ballot may consist of more than one sheet of paper, so the ExpressVote vote summary may
summarize votes on more than one vote summary card. The vendor included this feature as a modification

to the original application for certification, mrder to enhance vote summary space. BVSC examined the
g20Ay3 aeaiasSyqa OF LI 60Af A icardbaltsunimghRt Ay3 |y 9ELINBAaA

Findings

1. Possibility of wting the samecontests more than once when using blank Express\eaed. With
the ExpressVe, the insertion of each blank card initiates a new voting sessi@multiple card
election, a risk exists that a voter can vote the satoetestsmore than once. For example:

A voter is given two blank cards, to use dete Summary Card 1 and Vote

Sunmary Card 2, which represetite complete ballot. After the appropriate

precinct is selected on the ExpressVote, the ExpressVote display® thallot

styles that are valid for that precinct. Voter seledfete Summargard 1" as his

first set of contets to vote, and proceeds to make vote selections and verify them.

Voter then AutoCasts hisvote summarycard. Now voter is ready tmake

selections fothe remaining contests on Vote Summay@2; howeverthere is

nothing to indicate to the voter or t@revent the voter from inserting his
NEYIAYyAy3a oftlyl OFNR YR aStSOGAy3 w+x203S {oc

ES&S recommends that only the ExpressPass printer be used focardlglections. With a pre
printed header bar code on each vote summaayd; the voter caronly vote the ballot style
identified by the header bar code. The ExpressPass header bar code also contains the voter's
precinct, which eliminates confusion and mistyping at the beginning of the ExpressVote voting
session. The vendor musnhance the ExpressVote blank card, mediid, voting functionality to
prevent inadvertent voting of the same card more than once by the same voter. As a future
enhancement, the option to disable the AutoCast feature, which is currently a setting ahihe

level (on each ExpressVote), must be optionally overridden by a universal disable setting at the
election definition level (in ElectionWare).
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2. Contest selection on multipleExpressVotecards Coding the ExpressVote for a nalird
election poses a serious risk that a contest may be included more than once, or not at all. The
contest selection process is a manual one in ElectionWrgeie10). It is possible for the user to
include a contest on more than one card, or mistakenly exclude it from all cards. Furthermore,
BVSC demonstrated that a voter could then vote the erroneous cards and, therefore, vote a
contest more than once.

FigurelO. Contest selection for ExpressVote ballot styles

Ballot Set

Ballot Set Name Party
ExpressVote Card 1 - REP REPUBLICAN v

Ballot Set Type

Election Day/Absentee/Early v
Ballot Style ID Contests
@ By Precinct All Contests and Candidates
| Combine Splits if the Same “) AllExcept Local
By Style Local Only

Exclude Nonpartisan

Select Contests to Exclude

[] COUNTY COURT JUDGE, GROUP 4 A

| COUNTY COURT JUDGE, GROUP 9
Candidate Rotation e
|| COUNTY COURT JUDGE, GROUP 10
|| Rotate Candidates 1 Home Position || COUNTY COURT JUDGE, GROUP 11

| COUNTY COURT JUDGE, GROUP 12
"] COUNTY COURT JUDGE, GROUP 14

COUNTY COURT JUDGE, GROUP 27
[7] cOUNTY COURT JUDGE, GROUP 39

Ballot Style Information [T] cOUNTY COURT JUDGE, GROUP 40
Ballot Style Name Prefix | COUNTY COURT JUDGE, GROUP 43
REP_Card 1| | V| County Question_ |

Ballot Set Usage
Ballot Set Used With

ExpressVote Only v

| Increment Total Number of Ballots

9t SOU A Dglét byiefpi@vdiew shows the contest on both Card 1 and CafibRrell). It is
important to note that he paper ballots do not have this problem because the contest selection
is generated automaticallfpr paper ballots

Page31of 49



Florida Department of State Voting System Quialification Test Ref
Division of Elections ES&S EVRelease 8.0.0Versior#t

Figurell Contest onExpressVoteCard 1 and Card; Zigure showsElectionWare ballot style view.
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BVSC demonstrated thttie doublecontest problem perpetuates through the voting and tallying
processes, thus resulting in extra votes for the contest (FigRre

Figure12. Doublecontest on ExpressVote ballot; and counted in election results

ES&S documentatioshouldbe updated to advise users to implement explicit procedural controls
when selecting caests and verifying ballot styleparticularly when using the system in a multi
ballot card electionThe vendorshouldremedy this riskor future extension of theprovisional
approvalfor the ExpressVotdf granted or in a future system release
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